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24.08.2026
To,
All Alternative Investment Funds (AlFs)

All Bankers to an Issue (BTI) and Self-Certified
Syndicate Banks (SCSBs)

All Clearing Corporations

All Collective Investment Schemes (CIS)

All Credit Rating Agencies (CRAs)
All Custodians

All Debenture Trustees (DTs)

All Depositories

All Designated Depository Participants (DDPs)

All Depository
Depositories

Participants through

All Investment Advisors (lIAs) / Research
Analysts (RAs)

All KYC Registration Agencies (KRAs)
All Merchant Bankers (MBs)

All Mutual Funds (MFs)/ Asset Management
Companies (AMCs)

All Portfolio Managers

All Registrar to an Issue and Share Transfer
Agents (RTAs)

All Stock Brokers through Exchanges
All Stock Exchanges
All Venture Capital Funds (VCFs)

BSE Limited (Investment Adviser
Administration and supervisory body IAASB)

BSE Limited (Research Analysts Administration
and supervisory body-RAASB)
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AQICT/ARIEAT, Sir/ Madam,
&Y gEa gAY geaArst fY Serwryy Subject: Alignment  of SEBI's  Cyber
& & AT 47 AT TH A 9 Incident Reporting Portal with

(arssx_sfase Ruifésr 9éa) & asa
BRI BT & TR AAHRT et Y
SYqEAT hedl

1. WR R (RFREST Ahe) # dehelleh
9 Re oo & 39 |} @R T §,
30 ArI-ATY ABR A I T3l
&I dere $f dgct o W g 3R 3o
37T X AT SoT TTHATHT T 3SATH
it o o= e ¥ | 5w @Re Yo7 @
W} GRT T IAF [ fAdear iR R
SIGIR T HeEl sgaedr & FIaT & 3R
qE&dl ¥ & 3237 ¥ Ig R §
3H R HI GTA T Hdsh o9Id gy
SoTehl SITASRRT & &1 ST, difeh SeAehl aaig
¥ & Tkl dTel Jhdllel I Ha R T
Th IR T & FgRaT & foere ¥ 3R
J&dT ST fhT ST Heh |

2. @& o ggol ¥ & WTEHLIRTG. &
g & Annexure-O (B: Guidelines on
Handling Cybersecurity Incidents) #
TS gHAT FT T3 HT SRR ¥
& Foy A feenfady I FU ge
Sas  3gEr adr & ffEgEs
(geiedl) gy 3 37 arelt welt ufefeat
& fav g faard o gam & & 9
TSR gH I TTHHAT FI ATHRT 6
g & iR T AT W&
mkt_incidents@sebi.gov.in 3R @rer &
24 gef & MR qer & sfase Rafcar
ace” W § |

qsS H. 2 (FeT IS5 4)

. SEBI has

FIRE format

1. With the rapid pace of technological

developments in securities market, the
frequency and sophistication of cyber
incidents are also on the rise. To
proactively address these evolving
threats and ensure the security of
securities market ecosystem, prompt
reporting of these incidents are crucial
the attack,

mitigation measures and strengthen

to contain implement

defences.

already  prescribed
guidelines for reporting of cyber
under

incidents Annexure-O (B:

Guidelines on Handling
Cybersecurity Incidents) of CSCRF
framework, mandating that all
regulated entities report cyber incident
through mkt_incidents@sebi.gov.in
within 6 hours and SEBI Incident

Reporting Portal within 24 hours.
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HT gfehdm &l 3R SgaX ol & 323F
, A« o 39 3f@se RAifér ada &
ded BRR  WHC [T BB
wefafod 15 (Th.wwad) ganr Ui
fohar arm 8] & 3HTAR SRR A H
HGEAT FX & § | 3 BT & ded
SR ot I egarar 3R dgR & TS
g, Fife 39 tw & S ez W AT
g, Th & SR gfemed e &< &
78§, 3R A gHAr H HeAIt
SR gel ol aig & e of 39
3@ fav Fo a9 @FuiRa & few T
¥ oY 6 3@ 3o geffeor st wdY
g IRT § | SHY IE W IaT Iel qruaTm
5 Asax gHall i "geaArw a%Tu-aw?Tug‘é’
W Frw-Rew G # g8, aifh I B
STl e a0F & 1 o1 TF |

. 39 YIcel W TSR gHell I geaT3i Hr
AN 3T g TR W Sell geir | Th
ar &k 38 AT, T wHT R dsey
gl I Tgea I oAe Ao 3t
35 §1g 3H W I S§-51d FS gl -
a8 SATTRRT ST = gl AR a9
e HIST Fd @l BN STd deh 3T
g o fd%e AT | Ig <IIEUT HAT
&I ST @ & Fifeh ISR AT T Teal
N ow gag v FAed 8, 33 a6
TS FS Tgel @ T el Bl |

. e & fafeamsEe (WIRell) g # 3
grelr tfefedt & fow a8 S0 & & 9
HIBS §HAT I TSATHT FI SATASPRT Jair
& “gBsR sfase RAifér dicar & IRT
(https://siportal.sebi.gov.in @ @At
Fh) & | G & fAfaEs ()
SR H 36T grelr tRefedl & fov Ig

qsS H. 3 (el IS5 4)

3. GBS gHAT ST Gcar3il $Hr SAFIPRY e 3 In order to streamline the reporting of

cyber incidents, SEBI has aligned its
Incident Reporting Portal with “Format
for Incident Reporting Exchange
(FIRE)”
Financial Stability Board (FSB). FIRE

enables a structured incident reporting

Framework developed by

by defining common information fields,
standardized definitions, and
consistent classification of incident
attributes promoting harmonisation

across sectors or jurisdictions.

. The portal will facilitate reporting of

incidents in stages to reflect incident
life cycle from initial reporting to
intermediate updates and final closure,
while acknowledging that certain
information may not be available at the

time of initial reporting.

. Regulated Entities (REs) shall report

cyber incidents through the Cyber
Incident Reporting Portal of SEBI
which can be accessed by logging into

https://siportal.sebi.gov.in. Regulated

Entities are required to take necessary
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SR & % 3 3@ aRum (@Per) &
YIGETAT Sl 3HT & J & [T g7 ST
SIIEAT Y | 3+ folv, gafd a19-
drer, A AR RfEA (),
Ifg AE gl, F TR dearg Y fhw S|

. 39 UNGT (FFeR) & WA F& F 6.

o] IRTET (FheRl) WS @s
g IR AEw gHA § Fued &
&THAT & e & TaY H IR v v
aRay &t enfAer 8] 3R &« ganrr I
H AT-gAT W [T ST arel 398 WX
i gy IR foear oo |

. T8 IR (FFeR) HRA gfasfa R 7

fafaaT 915 3RFEE, 1992 @ v,
1992) @ amr 11(1) [&F R
Arhe # A9 F arel gLt & &ar
W e AR {gRds Ade &
fawra &1 ggrar ¢ 3R 39 fafaafaa
(TgeIe) T ¥ FEAT §] F ded TG
$r TS AIfFat 1 gAT A gT SR
forar ST W § |

. Ig IRYT T I H ALY § S 8

T ST W/ & |

. ¥g  9RuT @S HA gedse 9.

(www.sebi.gov.in) W 3A MR &
3 feam g3 & ‘il grar - IR
I

IsS H. 4 (FeT IS5 4)

steps to put in place systems for
implementation of the circular,
including necessary amendments to
the relevant bye-laws, rules and
regulations, if any.

This circular should be read in
conjunction with the applicable SEBI
circulars (including but not limited to
Cybersecurity and Cyber Resilience
framework) and any subsequent
updates issued by SEBI from time to
time.

This circular is issued in exercise of
powers conferred under Section 11 (1)
of the Securities and Exchange Board
of India Act, 1992, to protect the
interests of investors in securities and
to promote the development of, and to

regulate the securities market.

The circular is issued with the approval
of competent authority.
This circular is available on SEBI

website at www.sebi.gov.in under the

category: ‘Legal — Circulars’.

19T Yours Faithfully,
AAGT UT Mamata Roy

39 AgIEYH Deputy General Manager

QY / Phone: 022-26449599
A / Email: mamtar@sebi.gov.in
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